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IT Acceptable Use Policy
Purpose
This policy sets out clear expectations for the safe, responsible and professional use of IT systems at ClubsComplete GL Scotland. It ensures that all staff use technology in a way that protects children, colleagues, the Company, and themselves. It also supports our safeguarding responsibilities, data protection obligations and operational efficiency.
[bookmark: _t0ljhm2truqp]Scope
This policy applies to:
· All employees, apprentices, contractors and volunteers
· All devices used for work purposes (Company‑owned or personal)
· All systems including email, internet, software, cloud platforms, messaging tools and remote access
· All locations, including Head Office, rented venues, home working and off‑site work
Responsibilities
[bookmark: _v78hc6n6yiw4]Employees must:
· Use IT systems professionally and only for legitimate work purposes
· Protect confidential information, especially relating to children and schools
· Follow all security requirements, including password protection and device security
· Report any IT concerns, breaches or suspicious activity immediately
· Use personal devices responsibly and only where permitted
· Comply with safeguarding, data protection and confidentiality rules at all times
[bookmark: _8uc501aujz93]Directors must:
· Ensure staff understand and follow this policy
· Support staff with safe remote working arrangements
· Ensure new starters receive appropriate IT guidance
[bookmark: _oiwgn0v3palk]The Company will:
· Provide secure systems and appropriate access
· Monitor IT use where necessary for safety, compliance and operational reasons
· Investigate any misuse fairly and consistently
· Take action where IT misuse breaches safeguarding, confidentiality or conduct expectations
Procedure / Policy Rules
[bookmark: _bfjiagz651ws]4.1 Email Use
· Use your ClubsComplete GL Scotland email account for all work‑related communication.
· Emails must be professional, respectful and accurate.
· Do not send confidential information to personal email accounts.
· Do not forward children’s names, safeguarding information or internal discussions outside the Company.
· Do not use email for personal business during working hours.
[bookmark: _8wnqluttkje4]4.2 Internet Use
· Internet access must be used for legitimate work purposes only.
· Accessing inappropriate, offensive or non‑work‑related content is strictly prohibited.
· Downloading unapproved software, media or files is not permitted.
· Streaming, gaming or social browsing during working hours is not allowed unless authorised for work purposes.
[bookmark: _uph2svaq1y8z]4.3 Software & Systems
· Only approved software may be installed on Company or personal devices used for work.
· Staff must not install unlicensed, unsafe or unapproved applications.
· All updates must be completed promptly to maintain security.
· Staff must not attempt to bypass security settings or access systems they are not authorised to use.
[bookmark: _mzsybmwswc86]4.4 Device Security
· Devices must be password‑protected and locked when unattended.
· Personal devices used for work must meet security standards (passwords, updates, antivirus).
· Lost or stolen devices must be reported immediately.
· Confidential information must never be stored on personal devices unless authorised.
[bookmark: _wxas5zchphz6]4.5 Personal Devices (BYOD)
· Personal devices may be used for work only where approved by the Director/s .
· Work information must not be stored on personal devices unless secure and authorised.
· Staff must not allow family members or dependants to access work devices.
· 
[bookmark: _7el2bmm63bt1]4.6 Remote Working
· Remote working must comply with our Remote Working Policy.
· Staff must work from a safe, private environment with no dependents present during working hours unless prior agreement has been sought.
· Public Wi‑Fi must not be used unless connected through a secure VPN.
· Screens must not be visible to others, especially when handling children’s information.
[bookmark: _9w7aqm9xmve2]4.7 Monitoring
· The Company may monitor email, internet and system usage where necessary to:
· protect children and staff
· ensure compliance with safeguarding and data protection
· investigate concerns
· maintain system security
· Monitoring will always be proportionate and in line with UK law.
[bookmark: _403ge76yvioy]4.8 Prohibited Use
The following are strictly prohibited and may result in disciplinary action:
· Accessing or sharing inappropriate, offensive or illegal content
· Using IT systems for personal business, political activity or outside employment
· Sharing confidential information without authorisation
· Installing unapproved software
· Attempting to access restricted systems
· Using IT systems in a way that breaches safeguarding or confidentiality
· Using personal email or messaging apps for work communication
Review & Updates
This policy will be reviewed annually or sooner if legislation, safeguarding guidance or operational needs change. 
Policy updated: May 2026
Due for review: May 2027
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